


and

or

any

not

Filter Examples:

endsWith(mail, 'domain.com')

endsWith(mail, 'domain.com ') or mail eq 'first.last@otherdomain.com'

endsWith(mail, 'domain.com') and mail ne 'first.last@otherdomain.com'

startsWith(mail,'firstname')

startsWith(givenName,'firstname')

department eq 'human resources'

givenName eq ‘firstname’

endsWith(mail,'domain.com') and not startswith(mail,'this')

Filter Compatible Attributes:

AccountEnabled

City

CompanyName

Country

CreatedDateTime

Department

DisplayName

EmployeeHireDate

EmployeeId

EmployeeType

FaxNumber

GivenName

Id

JobTitle

Mail

MobilePhone

OfficeLocation

PostalCode

PreferredLanguage

State

StreetAddress

Surname

UsageLocation

UserPrincipalName

UserType

ageGroup

assignedLicenses

assignedPlans

businessPhones

consentProvidedForMinor

creationType

deletedDateTime

employeeOrgData

externalUserState

externalUserStateChangeDateTime

identities

imAddresses

mailNickname

onPremisesImmutableId

onPremisesLastSyncDateTime

onPremisesProvisioningErrors

onPremisesSamAccountName

onPremisesSecurityIdentifier

onPremisesSyncEnabled

onPremisesUserPrincipalName

otherMails

passwordPolicies

passwordProfile

provisionedPlans

proxyAddresses

showInAddressList 

We highly recommend testing filters prior to implementation using Microsoft's Graph explorer.

This will help ensure the right set of users is selected before any accounts are provisioned in iLMS.

Graph explorer can be found here:

https://developer.microsoft.com/en-us/graph/graph-explorer

Send a GET request with this URL to fetch and filter users.

https://graph.microsoft.com/v1.0/users?$filter=something eq 'this'

Relevant Microsoft API documentation can be found here:

https://docs.microsoft.com/en-us/graph/query-parameters#filter-parameter

https://docs.microsoft.com/en-us/graph/query-parameters#filter-parameter
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